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Abstract—User Authentication is one of the main problems in 
present computing scenario. As machines become more powerful, the 
traditional authentication process becomes weaker. The problem of 
authentication becomes more serious in financial and banking system 
because banking transactions over internet are increasing day by day 
and these online banking systems require powerful authentication 
schemes. These systems are related to the basic asset of individual or 
organization which is money and lacunae in proper authentication 
will lead to big loss. At present the alphanumeric username/password 
combo is the most used authentication mechanism. However, this 
traditional scheme is not immune to wide range of attacks, like 
shoulder surfing, phishing, man – in – middle attack and many more. 
This paper proposes a robust authentication scheme which uses 
dynamic username and password like onetime password that 
eliminates static nature of login credentials and also reduces load on 
users of remembering long login credentials. 
 
Keywords: Authentication, personal device, financial, shoulder 
surfing, phishing, one-time password. 

1. INTRODUCTION 

Motivation behind this paper is to present an authentication 
system that eliminates most of the problems in traditional 
authentication scheme of username/password combo while 
keeping its simplicity. The username/password authentication 
scheme is simple in the sense that users just have to enter 
username and password to authenticate. There is no 
calculation, no recognition and no mapping that is no 
processing needed at user side. In comparison to this many 
graphical schemes exist which provide more security in 
comparison to alphanumerical passwords but they usually do 
not have the simplicity of authentication as describe above. 
Generally, these schemes force user to remember pattern or 
images and password is calculated from these patterns and this 
calculation of password increases authentication time. The 
scheme defined in [1] removes the static nature of username 
and password which is the main reason for different attacks as 
mentioned above. When username/password is dynamic, data 
breaching attacks become unsuccessful as there is no such data 
present to breach. Replay attack is impossible as username 
password is valid for limited period of time. Key logger 

attacks also become very difficult as its prime basis is static 
credentials of authentication. The paper is organized as 
follows: section 2 explains related authentication schemes, 
section 3 defines proposed work, section 4 analyses the 
scheme and section 5 concludes the paper.  

2. RELATED WORK 

Many authentication schemes are proposed that work on or 
one or more category of authentication as defined by 
Gorman[2]. Gorman classifies user authentication into three 
categories: first is knowledge-based (e.g. PIN), second is 
object-based (e.g. ATM card) and last one is ID-based 
(e.g.iris). Another fourth factor is given in [3] and is based on 
vouching. This concept defines the degree of authenticity 
rather than ayes ornodecision. 

Google step 2verification technique[4]uses object-based 
category of authentication, since the user receives password on 
his mobile (object in possession of user) and provides a 
second level of security. The software generates random codes 
and sends them to the user’s registered device in order to 
provide second level of verification in addition to the account 
password. 

RSA Secur ID [5] is another popular system, which generate 
random code at fixed intervals (say every 30 or 60 seconds). 
Hardware token or software can be used to generate these 
codes. Hardware tokens need synchronization with the server 
for successful authentication. 

Doodle based authentication scheme [6] is a type of graphical 
scheme and falls in the category of recall passwords. This 
scheme is somewhat similar to signature use for authentication 
in paper verification. Here users have to register their 
doodle/signature by drawing it digitally. The system stores 
user’s strokes, direction of strokes and pressure exerted at 
different points and using all this information, feature vector is 
generated. Authentication is done based on the similarity of 
stored and input feature vector.  

M I Awang et.al [7] proposed a pattern-based authentication 
scheme for minimizing shoulder surfing attacks. During 
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4.2 Performance Analysis 

Performance in terms of number of bytes used by single user 
in order to authenticate himself from server is covered under 
communication overhead. The computational overhead 
includes total time taken in the process of authentication.  

4.2.1 Communication overhead: 

It is calculated from the size of ticket sent to server and 
verification code received by the client from server. Figure 4 
ticket consists of ‘C1’ = 1024 bits + ‘C2’ = 1024 bits + 15-
byte device Id + 5-byte PIN + 8-byte timestamp = 284 bytes. 
Server sends verification code/ password which is encrypted 
and its size is 128 bytes. So total communication overhead = 
412 bytes as shown in Table2 

Table 2: Communication overhead. 

One user request N user request 
Communication 
overhead  

412 bytes  (412 * N) bytes  

4.2.2Computational Overhead:  
There are two main computational operations: encryption or 
decryption and signature or verification, which are processes 
on both client and server side. RSA (1024 bit) keys are used 
for encryption/decryption. Table 3showstime taken in 
computational operations of both client and server side for 
single user. Total computation cost is 301 ms. Thus, 
authentication time is given as: 

Authentication time =  301 ms + time taken in traditional 
authentication of username and password. 

Table 3: Computation overhead of client and server side 
authentication processes. 

Processes Client-side process 
time (ms) 

Server-side process 
time (ms) 

Encryption  52  52  
Decryption  45  52  
Signature  50  Not done  
Verification  Not done  50  
Computation overhead  147  154  

5. CONCLUSION 
Evolution of e-commerce and e-banking systems has taken 
place at a rapid pace in the last few decades and growth of 
such systems has led to a huge increment in the number of 
usernames and pass words handled by individual users. 
Traditional authentication schemes have static credentials and 
because of this it suffers from large number of security issues. 
Users have a tremendous load of remembering large 
credentials and there fore start using same  credentials for 
various accounts and systems. Attack on one account also 
endangers other accounts of the same user. The developed 
scheme is an authentication model that helps users to get rid of 
memorizing large usernames and passwords and at the same 
time is highly secure and efficient. Thus it can be very useful 

for financial systems. Moreover this scheme uses a pin to 
eliminate the problem of unauthorized authentication in case 
of device theft.  
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